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FPGA(Field Programmable Gate Array)= SotEQ|0{ 2!
AT EQ0Q FHE 713 HE =2 T2 ut 24140
7HSSH A S|Z0|Ct. 2tA FPGAE FHEIA|ZHO| 4O,
QB0 24H0| 7H5511, 27| |7t AHSICH=
HHO0| ZAHBICH 0|243H S 71 FPGAE= YUHICIE
A LA™ EAOIM SQ5HH AR L UCH, @5
FPGAE TAFAIARY, 27 (A A, &5 S SUIM AR
RACH FPGAS| A= SHERO] A A, METHE] 1P
(intellectual property) M| &At, 2{E(outsourcing) 4|
St 8P| O| RO IL. 02 H2E S50 A7+
LIHE|7| THZ0l| FPGA 7|8t UHICIE AJAH
MEHA Ol M= 2 ZRI0ITt ofo| Al 243 TH
SAATHHTE YU 7Hs40| 2Tt & =20 M=
FPGA 7|8t JH|T| E A|ARIS THAIQ 2 O|R0{R|= 2 2F
S AEOIL S BARHE LA BTt

Field programmable gate array (FPGA) is
field-programmable and reconfigurable integrated
circuits, aiming at both hardware and software
advantages. Therefore, the FPGA has the advantages that
the development time is short, errors can be corrected,
and the initial development cost is low. FPGAs with these
advantages are considered important in embedded
system design, and are used in various fields such as
military systems, weapon systems, and aerospace. FPGA
based embedded systems are designed with hardware
manufacturers, third-party IP (intellectual property)
providers, and outsourcing companies. Since multiple
parties cooperate in the development, there is a possibility
that a malicious attacker in an arbitrary party could inject
the hardware trojan. In this paper, we identified and
analyzed security threats targeting FPGA-based
embedded systems.

o2 J2iHE BEE 4| (Field Programmable Gate Array,
FPGA),

o= EQF(Hardware Security)

SFEQ)|0f EZ0|20kHardware Trojan)
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2. 89173 71<&
2.1 HT (hardware trojan)
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2.3 FPGA 7|5t H| T & A A | 7 A
FPGA 7|49 et & A|AH] 7 A= Fig. 13 2
t}. FPGA 7} A= A HDL(hardware description lan-
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Fig. 1. FPGA development step
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Fig. 2. FPGA system model
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Fig. 3. FPGA threat model
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Fig. 4. Threats in development and production phase
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