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Itis necessary to consider a specialized radio environment

at sea to improve naval power that is suitable forthe eraof | SF ‘smart operation’ 2 ‘smart batt]eship’—% FHL QA= Fig. 13}
the Fourth Industrial Revolution. To this end, it is necessary

to research the use of artificial intelligence (Al) to Z;]‘O] q‘oc]:—‘:)j' 05] 91:1'% J_—Y—Eq“:)_j_' —aﬁﬁ'q}}‘i 9] ‘E‘i}% ‘?‘ﬁg%‘% J_-y-‘j’qtg' ﬁé]-g-
determine and control the use of radio waves by o
considering the timing of sensor operation in a timely 7} ")\EHI] .

manner as a way to link limited resources to
supplement/development of SW. In this paper, the naval
EW Al architecture organized based on data collection on Cyberspace = z Information
the Al classification, level, and direction of application of Environment _J et f Environmert _ |
EW was conceived, and the development plan for each
architectural layer was reviewed by combat development
element and the importance of each element was
summarized. In addition, | reviewed the part for the
effective use of Al for naval EW. The securing and training
of experts related to naval EW and Al was very important
when considering the priority. It is expected that it will be
easy to prepare for Al application in the future if other
areas are prepared in advance by referring to priorities.

Z12t (Electronic Warfare),
Q13| 5(Artificial Intelligence),
HEEEY O A (DOTMLPF)
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71224 0 7 HA}A (EW, electronic warfare)2 A A
A A R Y (ES, electronic warfare support), AA5-24 (EA,
electronic attack), A2 S (electronic protection) 2 £
5511 9lck. o] 2 23 O ARSI 55413 A (AEA,
active electronic attack), HJAA5-A (Anti-EA), HAA}
A A (Anti-ES), HARXFAZ] LR (ESM, electronic support
measures), AAHFAREA| (EMCON, emission control),
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ZAL719HED, electronic deception), AX}F7H (E1, elec-
tromagnetic interference), FAFEH HIZ(EOCM,
electro optic countermeasures), ZZ7|7Hd (EMI, elec-
tromagnetic interference), AA}7]2HED, electronic de-
ception), X7 |HFAL(ER, electromagnetic radiation),
Z71 &% (E], electromagnetic intrusion), AA}7|ZHEMP,
electromagnetic pulse) 522 F-&2& 4= Qlc}.

Electronic warfare
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Fig. 3. Electronic warfare classification

0] R AFSE 3115 A A S = (DARPA, Defense
Advanced Research Projects Agency)ollAl&= AX}A 0|
2 Fig. 331 20] A2} rk{4]. 712 A< A5 4
(detection) /3-4] (analysis) < B (HA}A 2|2, ESM)
O 2 55 (active) =5 (passive) 0.2 o]0 o3t off-&
2 ol (RA T84, SCM), AhEol A Al A
A oh o] ofat o) (HATH o$8, ECCM)S A
oie 202 T, A Yskael olge] FruT)
£ DARPACIA] 2513 Qi 5/ 7410] 4] 2184
50| UL Selots o] $-83 TR O Az,

HE AtEo] A2 QAL AstolA o =
o o} gro] Algat o9 At Fefe] 2ol AT
QBT 24 5 ES SRz 9 e S Bh=
24 wg el k. Ak of e sHEA <l Jelof A et
B HaI, ARl HE dEo Foldl 715
Soels T IRIUE QEAS0E B 4 9l

Brodie et al.[5], Zucker[6] 5-2] Ao &
I} o] EE 2 SRS, Table 224 2H0]
= 2o sko] F st ek

Table 17} Zo] 47U AE7] 52 T Ao 9 A5
T2 ZL- A 1, A7 |G A A SolA HH 9=

)
rr
S,
il
=
=N
(o)

ol
o
i
I
~
i)

2020; 3(2); pp. 118-124 119



KNST

Table 1. Al basic level

Level Meaning

Artificial intelligence equivalent to a simple

control program
Level 1 prog

ex) Simple automatic program, such as a
vacuum cleaner or washing machine.

Classical artificial intelligence

ex) Chess program, Answer questions and
talk program, Judge by knowledge base
program

Level 2

Artificial Intelligence Accepts Mechanical
Learning

Level 3 ex) To learn knowledge or rules mechanically

by utilizing standard data based on big data,
such as a AlphaGo

Artificial Intelligence Embracing Deep Learning

ex) Showing results with multi-tier neural
network technology leads to learning specific
expressions, such as a XAl (Explanation Al)

Level 4

Table 2. Al technology classification

Classification Meaning

Machine Give data to the computer to learn as if
learning a person were learning
Pattern Automated pattern analysis/recognition
recognition  based on similar data sets
Visual information such as photos and videos
Computer recorded in the three-dimensional world

vision Acquisition, Processing, Analysis,
Understanding

Understanding, creating, and analyzing

Natural .
| human language. Transforming everyday
anguage .
rocessing language into a computer that can be handled
P by form/meaning/talk analysis, etc.
Similar to how humans deal with problems
Artificial through the brain. Excellent parallelism,

neural fault tolerance through distributed

network management/processing, and excellent
learning ability.
Interface Predictability of the following performance
prediction based on the behavior information so far
Deep Machine learning + Artificial neural network,
learning a set of skills to solve problems
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Machine Learning System
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This is a cat:
* It has fur, whiskers, and claws.
* It has this feature:

XAl Explanation

This is a cat.

Current Explanation

Fig. 4. Explainable Artificial Intelligence (XAl)
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TS AsiA F71AA = AASH] AEE W =
A= AEEA Q A (DOTMLPF, doctrine, organiza-
tion, training, materiel, leader development, person-
nel, facilities) & J12{sto] Si4f AAA 2o A 783
U3AE 75 % Z-§H7tol| dfsf a7l sf H A1)

3. AR AL S 9 28

IBM O}7|8] 2] & 335k, DARPAS] AR 72
AA71H Fig. 59} o] £ = QUtt. 0|2} B E0] Y=
LA 22 e

3] (collect) AlZof| A+ 5 (data consolidation) &
SAH dlo]H Hd(governed data lake)o] FH IS
AR, AP YoM = ESM FolM Ao o
F5k= ELINT (electronic intelligence), COMINT(com-
munications intelligence), FISINT (foreign instrumen-
tation signals intelligence) 5-2] SIGINT(signals intelli-
gence) 2} AUSINT (accustic intelligence), MASINT (meas-
urement & signatures intelligence) 50| sgHt}.

- F(organize) AlSoNA+= 4 E 3] (information gov-
ernance)”} FH FEE XA S}, AAPA YA A =3
A5 vRE7HA = EsMo] mi P = ESM FollA] ']
(detection), $X]4H (direction finding), 21A] /ﬂﬂ(iden—
fification) 50| Gt YT EFAS
U= R, E R 5= ’“°”°}“§1 29 Ao

AL & A

o]_‘x"_;(]}:_

Infuse . )
Pre—Built Model as Services ECM
* Speech to text, test to speech, image recognition, conversational and discovery apps !
ECCM,
CSM
Analyze ) ) ) o *AlLv. 3-4
YZ€ Trusted Machine Learning Model Bias Monitoring
Business innovation
te cHEs Machine Learning Workbench Business Analytics
* Dashboard, reporting ECM
Al Open Source Frameworks
* ELINT,
COMINT,
Organize . i
Information Governance MASINT.
* Discovery & search, data cataloging, business glossaries, policies, rules & provacy FISHNT'
Intelligence
Detection
Collect * Detection,
Data Consolidation Governed Data Lake df'irfgit,'f;"’
* Data visualization, data federation, * Data warehouse, operational data stores, identificat'ion
data integration event scores, RDBMS, noSQL
* Al Lv. 1-2
Multi Cloud Data Platform
Fig. 5. Artificial intelligence architecture for naval electronic warfare
Journal of the KNST 2020; 3(2); pp. 118-124 121



KNST

AL AR ER JFS E‘J%‘ Elgass /J?:Lé*(blas monitor-
ing)= 35t Htt. AR YA = 2p5 HEgt
TS A A DA = W$- 585kt ESM S0l A 94
ARl RO A8 E i IR ZgE, o7
HL BA(analysis)7} slgEtt. ECM¥} ECCM9] 739

A action 9|3 7| 2AE 2 A £ EA o] Z-EH T
npAe HA4 o] w2 5470 9 &-&(infuse) A5
M8 ot v FHl2 BAE A= E o)

AL Uebd 4 QI ARHEE O] A 4%
B4 Al A0 5T Befoleh. A YA 2
W ECM3} ECOME 9% o) 7] A7 2.4 422 vl
O AFOR U AL ek, 1 AAGTE HolE

£ 9, ATHICES L AES S 4 S 219
o] AR A E A Theto] M SHES WA A
B3 422 AN, G AN AT AR5y

g, I Bt

HlokS A|AlSlH, 1 HiobE R o EEL SE-S BASH:
So] 7153t Aol 4 ek

ol Y 47| A5l A AT AAE AR A=

.J_T_—q o1, |G A= 2 APA o] 2] ¢ 1 sjjof & A5}

52 shojgiehl A5 S AR 1E A EYSHe

Eﬂ 01, AERE A7)0 FE5g Qlol & EHlE o
2 7|,

A gEE ASAT =l sldio] s A=
FEALSS 421 4 A A28
Esloick 941 % 1074
Ao g Xﬂ°1 EL ZIE zg7 %4 S0
Srell Hek. oo HRe) S 5Al

Bo] Sgo] Wastug, WS

1 o15Jll & A1 285 41471 o}
A2 ok et o] 23t B Al dEE A
of W2} 7|52 sk AlA A A5
HZRX O] W& (doctrine) 2 E= 22 HO|

A 93} 2] ZpAkO] AL )52 A o

A2 Zo| ¥ 9otH 2 EX}(materiel) 9] F 3=
= Wj% =0 H, o] & 3k 7]& Al (facilities) SH T F
Rt} ok S UAANS Tl 28/l AEl Y
(personnel) 9] 1 d it HEQAHS YAl /A 5=
78/5 (training) = % 2510} A4TH 0 2 S AL

Teloke= 22 (organization) 9] F-9- & A X| o| & ofuf

L
3

o

pa

)
filo 2
ly n
oZi

l
-lg ¢

d

miﬂa%m%zrzrlru:ﬁ
> 15 A
E U
>|E ;llz; O_u gﬂ —D‘ ON
filo

IF

rl

48/29 So% ABS9R 1gRoR E L
1

o wet EE E Y

-7 (organize) 74] o TAAS I PRI FA 2 ALLO]A]
29 0] A8 =, SAASETHE & H 2949
Qo] W HH o 212|514 "} Al7} 7|29 g|o]ElH]
|25 v o g E ARy Rofl tishiA 71222l
RS AR o]d 9] gt S 9] A7 £ HHlolH

(¢]

St 3t HlofEHo| A HIR O & o] EH} ‘T A| ™ vt A&
O FH = 7|EA1E vHRt). S5 7| A of) A9t A}
1 A7t ERlE= A5 28R AR ARE A
(mission action)& 3 5}A Ht}. o & &0 TS Tl

AN e AR ol A B E = Al e 2 T s T 8
Eo| 1% ot 280 Al= IS HeA =, 7
ol = ERIE]A] gF2 =2 P A15.9] -9 AJAg
o] dg 9 Qo] é&o}t}— HAIAE 7= 59
A5 FHotA Het. 29 s SHES2 Al 2T
TYAA”S —7“4‘}74] =t} AL 3EHA| 2320 & AQ517
QA 73 B T2 o B e 110 EoH= =0 A
2AH] F50] F a3t MY /e 2okt st EE
2 HAA o] Qo theFet JF-E s fjof stEE EF
AT oAl H%#ﬂ%u}%ﬂﬂ%ﬁl%&ﬂﬂ ool
o} AP = F B E v o 2 o] 35 4=34o] 7}

_4

-W BN Az v

—_

S AL 2T =0 2 0] gt g RES] JE-S ot
F4 Q1S Aot o] et HS Aol B4 S Yt EA},
AR T /285k= Y, g AU S WS /FTH= F
Fo| F33S g4t XﬂWOﬂ o5t A& QYo B
AZES dabd ZAA T AL0] 951 7] EA Q] =7} A
Pr= T o ASETE AR FEO] F3 %7}
Gt HE 2 BERE A3t AL 7]|&9] Ao A E=
7159 7t A'g 0.2 o] " g6t oju] A H|o]
HEHGOoR EREug 27 Al wa|itd S 3 =y
2 ot} g4 9] Fg-ofl= —ré‘ 741%7 g mol 9
A7} 27 ZEotE 2 thA HEE X} I%PE}
EAZQ Al 7]&S %‘% ’5‘1 (analyze) AlSH

AL 35 o] 520 28, 24 74]%‘%—’?%35}74]4
ALS7-2 7137 Sl chapet A kS Bl Sl el
AT L LF AT /|20 2 BRE 4
2 X3 AT Sle] 7| AsHe S ARk Ane
S AT S o 2 gho 2 chgafok e o] cfele
AFE 5= Qe 5L 25 Ho e Hoket BAL v
73

=
FAS B4 gIrk S 4 2R 94 A4 2ele 4

O

122 2020; 3(2); pp. 118-124 Journal of the KNST



Seunghoon Jung, A Study on the Application of Artificial Intelligence for Naval Electronic Warfare

2.2 o s1Eo] A it ulis) B ohgo]
A PEol S5 Y N2 I L 5o EAY
% 94 Aolek. 1Ak & B3 AN of 2 B4 At
2 SQI5 E3A 2 BEhE 517 et HEshE 2499
o] Wasit}. ikt AR AR WSl YL 4 Jon
Z o

FFA Q] TS At HHA EHF B e, iS5 /EY
o] tl-%- 23}t 4 ASoIM Y AlLEe F2 540
T=EA =W, 71E9] A$l4 5 ZolRl Al oA A
EFo1E F7H2-8/283 = 7Fe T Aot Tt ot
A @R g e AE 7 AIskE S sl B8t 7|2l
2]9] Algo] H a5t

2F24 524 E447 o % D& (infuse) A5 A=F
of el d=le Rt Ao S+ A = Sl S44
A0 AL 24 /280l A AAEAE AR 12413
4A1Zt o] % SO ol E= 4] e W -
AABRL, 24 o83 A/ ol HishA FHEE Al
Zoltt. 4 AlSollA AR8d HEE E8l A

tste] HAZIE A o] HHA 4,

2 o
- :‘01' rjﬁ_‘
o % o

ol
p

Mmoo
b
39,
o o

T 1P okl olo

]
e
>
2
ofN
o
=
Iyl
=
ol
rr
oj
o
M
(o
i
ol
el
)
(i,
=
)

ol 7, B, B4, B8] ©2 BNl U e

OB FEHAZAZoNN AELHIAE F3 S st
H Table 33} 2T}

Table 3. Importance estimation DOTMLPF artificial in-
telligence for naval electronic warfare

Category Collect  Organize  Analyze Infuse
Doctrine Low Low Middle High
Organization Low High High Middle
Training High High High High
Materiel High High Middle Middle
Leadership Low Middle High High
Personnel High Middle High Middle
Facilities High Low Low High
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