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Since the 4th Industrial Revolution, cyberspace has been
included as a new battlefield, and its importance has
grown. Less than 10 years after countries around the world
have worked hard to win cyberspace, we are facing an era
of preparing for a new battlefield environment called
cyber-electronic warfare, in which the areas of cyber
warfare and electronic warfare are integrated. Through
this study, we understand the cyber-electronic warfare
that we need to prepare, check the development trends of
countries around the world, and suggest the development
directions for the Republic of Korea Navy.

AO|HH A} (Cyber Electronic Warfare),
AFO|HHZ (Cyber Warfare),

A (Electronic Warfare)

AtO|HHZFH (Cyber Operation),

ADLE Bl ZHSMART Navy)
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— Data Application  Network process to application

Data Presentation Data presentation and encryption
Host layers AtO|H

Data Session Interhost communication

m Transport end End-to-end connections and reliability AOIH/ERF

m Network Path determination and IP (local addressing)

Media layers Data link MAC and LLC (physical addressing) HXH™
Fig. 1. AO|HTIXIE 7| &5 2t4
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*OCO: offensive cyberspace operations,
DCO: defensive cyberspace operations,
DODINO: Department of Defense information network operations,
SM: spectrum management,
FA: frequency assignment,
HNC: host nation coordination
(&X: 0| FM 3-38, ‘Cyber Electromagnetic Activities’ (2014)
pp. 1-2.)
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