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Software related to the safety critical function (SCF)
used in military aircraft is designated as a safety support
element (SSE), stricter development process should be
applied. Therefore, it is very important to clearly identify
software safety support elements in the early stages of
aircraft development. However, the specific identification
criteria are not clear and there are insufficient past cases
to refer to, which are frequently subject to controversy
at the development site. In this paper, the thread analysis
model of the safety critical function of military aircraft
software was studied through the analysis of the U.S.

Air Force's Airworthiness Circular(AC-17-01). In addition,
based on related research, the suitability of the method
was verified by applying it to the actual military aircraft
system development project, and a route analysis model
was presented to ensure the stability and reliability of
military aircraft software.
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G579 491963 F3HS Agsto] 4
A5S oFastalon, 19939 A=A HEE(KAS:
Korean Airworthiness Standard)°] =¥ % 1 t}. 1996
A 2009714 B A5 E AR} A &5 2 APAFS
Vg, ot A5 Aael 74-8e0] TAHY
o, 2013 “KC-100 AP 37| FA5H €L Az

& EEEH A

T Y]

7R Z-

2AFote AL S FFAZ tfFol 2 ek,
WFEI% T84T AU BHL F3H
243} Ao 7Ae) AFgel A2olA Fol 7}
ATk $A, MAFF7|E &M 02 230] A}
FES B o} o, Wk AFFHL FF7N9) A1

14752 EH(SCFTA)ZE T

U

A| A H] Qll 1] 0] 7] (system engineering)

T-Z(structures)

H| 3] 7] <& (flight technology)

ZAA) 9 2AA) A2 (propulsion & installations)
F&7] Al F-A % (air vehicle subsystem)

Cl
T A AH] (crew system)
A

7] A% (electrical system)

A7) 2+ (electromagnetic environmental ef-
fects)

A 2] OFH (system safety)

HFE A|A"H T} AT E Qo] (computer system &
software)

ZJH](maintenance)

FHA /A A2 S5 (armament/stores integration)
5724 Q14 (passenger safety)

A = (materials)

I 7568, T3FohL /A | S=/EA
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515 Q4 (air transportability, airdrop, mission/

test equipment and cargo/payload safety)

9] Bof & MIL-HDBK-516C 153 Table 13} 0]
67119 A|E A3} 4279] 7|20 2 LA E o] 9o, A
FEEA A" A 7|22 1508 (127 713) T 15.2
A (87 71%), stEd oot B H 7]1EL 1538 (471 7]
&), 2ZEolet #HH 7|2 1548 719) %
15.54 (107 71&), 281 15.6A(5A 71&)NA &
I UtH3]. MIL-HDBK-516C 15.1.44 9] St L 5=7] %5
AP = (SCF threads) 24 YZ57|&S A5 HH “oF
W75 (SCF) AHEE A Yol BE A AHR
o7| el 2] (SPA) 7} A|EE P EA3F D AHHA &
# 7hsstH, AIA'A 2] of7| €A (SPA) Q] K&
A 8.4 (sSE)7H A EH S-S AR L A H

o] ATH3].

Table 1. MIL-HDBK-516C 15% 7|&

o 2EY 71&E 5
151 SPA(systgm processing 1
architecture)
15.2 Design and functional integration of 8
’ SPA elements
15.3 Processing hgrdware/ 4
electronics
15.4 Software development process 3
15.5 Software archltecture and 10
design
15.6 Software qualification and 5

installation

2.2 QHA M 7] 4]
2.217]15 98 8 A 54 (FHA)

7159 E A E A (FHA, functional hazard analy-

sis) = F571AA 71552 FAA A A 452 4
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37IHASEIIS AlE

Identification of air vehicle system level functions

JlsHE2A "It

Evaluation of functional hazards

oHMELT|S MY

Identification of air vehicle system level functions

HEASHE2L 24
Evaluation of functional hazards
LAZEY0 7ISHE2L B

Software functional hazard analysis (SwFHA)

IHEAZE A
Identification of air vehicle system level functions

Fig. 2. 715 9/ah=A] Bt
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2.2.3 AC-17-01
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3.1SCFTA ¥ 7|&

7' AH AR (FHA)S B9)| SCF E|AEE =&
3L, o] & &3l SCE7F 4" = 2} SCFof ek b4l &
$7 5B ZEA (SCFTA)S Yt} SCFTATH: &
o] MIL-STD-882E0] Z}HA|5] 7|& =] o] QLA gFobA
TFA Q] Aapet oA mE g Ho] Wkt Ac-
17-010]i= SCFTA %13} Ha}=o] ofefjet 2ol HlmH
AA8HA 71 = o] QltH6].

of] (decomposition): SCF2} IHHEH ZE A7
E,HEZUE, JAEHo] A A

(classification): SCFE A| ol SSEO] o
A A" A (CSIL) S

2 30l (V) A el 2] 24

XSS U O 2 SCFTA B4 A] A H7]&
0] ThA] oo 5 k23 2k,

A, FE7IAA L7152 5 7IsER &
sHotel g SPABAT) 5 AL ol /A m
Edo] 4% 4 AE Ho]A(discrete, 1553B, analog,

o

o}

¢

power 5) 5= AHath

=4, ot 752 BT 5 A Yot= BE
T4E 4 Ao ASS G HAEEYH)FEL
2 21517 9ol Az A2 7HA] Eofigh.

A, H= 7152 st=9o] /A E o] 3 457 o]
S 79 E3 ERIHHoA HEES AL 5 F
& EA tolo] 19 Y s EC AT A/ sto] AER T

A, Add E= AR 2052 Ut A
& ARAE B F8E a5 1S tigt 24
{5l ojE EAE0] AAFAA B A=A 1
Sfjof gttt

oo 82 HY ARl 8 A0 AYE HRE0| £

w0 Ao of gk,
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3.2 SCFTA B41-& QI5t 67} A L&AV 12

3.1 9] SCFTA ¥ 7]|&9 Y82
A5 A3 st7] o= o4 Regto] EA5te], & Ao
A= SCFTA £41& I3t 6714 AL HAR;S otefiet &
o] 2w Y AJAIsHA 7 23l Bt

AA, SCF| 44 Aol 7]olst= B AR
5 = SCFTAAS R E S H SSEES A1 .

A, 1 DYA AEH 0 7 3F 7|52 A
NEE A9 7| 5=
DA EAS E= A

vlgto g Ald A

dancy)”7|&

AR, 7715 A B 716 A4 &AL F7]
ol ot ¥ Q) A A2 A B3k MY (backup) 715

YA, SCFY 1A TRt 2FA (A &
£2 Y5 2FA SRV D4 B)e FP5
2ot 1A erA] 9 2+ (fault detection and annuncia-
tion)”7]%&.

THAA, SCF 14 W @ Al ﬁ% 4 H A9
FEZ AFste AL I
AW A (fault/failure tolerance) 7] 5.

npA|eto 2 9 MHAE 7|02 BE V5 A
9= o] SCFTA 9] 28| tholo] 13 2 Ad|E of
EZAE orAl 0 2 B A5}5IT}

—F[_=

—_—

H =
= 1. ST H A BT SS 59 7ISER
2al5to] sie e BLT| 5SS X Hsk=
SCFet Za g SIEQI0/ATEQ0f FHF X Qe 0| A
OE Aa|HE, (Discrete, 1553B, Analog, Power S)8 A8

ARHE,
QUEM0|A A

2,319 7]559] BE SHHELI|SS XAt
FYEET IEH0|AS0] S| (HRHEE )
2702 4Hs}| 9Is) HES HH2EA

=

=2
™

I

SCFE X3tz
SSEO| cHst
LREAAH

LY
PP

3. BE JISH HEHO/ATES 0 2457}
015 Zio| 21 Z SlE{H0IA B2 ES
SHHEAI|S AR B4 Co[0j 12 U
THESIAZ Ai5to) Al

i

4 L T XN ANSS RUSHE AS,
HEAS E2 24E 222 RSO et
BAS 93 o SRS0| AAYHA 0
) urlE|oteR] 12
ds H =l

V&V FH2|X|
2

5. SEHQI 240 AZE AZE0| 22|20
A
1%t 238l 2%t =5
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A H&=S &=A13}51H Fig. 49+ 2o
3.3 SCFTA B4 d] 7jd-

F571 M =271 '3‘%7—7] Ve FHE é ]7} ol
A= At o
tem safety) € o]
(FHA)S S~ 5to] SRS 415 el

WA, SCF 48 e folal7] o] 9igt W} Hols]
o], AC-17-0191 4] A A8t 5714] WZ9} olof %a)9)
© FAAAN LT =8 750l AEE

SSE+ LRU(line replacement unit)5~32] A9 74
go] oheh, ShaE 4750 glo] R AT S
SHEglol HERE W 47}, ALEY0|o] W} gL
42 527H] ZYE Yo BAEojoF sz, 7]
%ﬂoi—,‘i’rﬁ SCFE TLA3H= Q45 719 glo] g, Al
2 AZ8HE ZE JHHOIA 8452

AR B 93 o} Table 29} Zo] ERHE
3.280] A )5t SCFTA 4 9] 6714 12| At
N2 skl
SCF No&H Su bsystem7/]—?<],] FFE O AC-17-019]
AA A -85 2 BHS Aes

ARt $19] A7 e ol

|1
ﬂ
OSL
o

SCFol ¢ H&0f 7|0t RE MRASIS
Z SCFTA &9 ZE S SSEES Al¥

“E P )\1I$71IE E— H""ea 238
XE(17|1-.—(redundan<:y)7\ S Aldg

1z b
TUE O

SCFo| D& EtXIStD REA L& (QF

QAN ZEA EXTH B AR)S A‘Jo} |
st DEEX L 22 (fault detection and
annunciation) 7|5 A8

SCF I LA, E HE
SHZSIC AlAH Te %.,9\
DE LA (fault/failure tolerance

BE J|5H AYSS0| SCFTA LS| A2 Cto|
010 2 AHE HEAA Y402 25

rie
Hu
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Table 2. SCF 0 A|

SCF No SCF category Subsystem Function
SCF-001 Indication critical Cockpit -
SCF-002 Avoidance critical Avionics -
SCF-003 Emergency critical Cockpit -
SCF-004 Flight critical Electrical -
SCF-005 Operation critical Environment -

MEZAQl &S AgslH, function parameter?}t

SCFof| FoiH 7|59 & AlE3}s
Ro.™, function title2 & £ “Warmng signal
from subsystem”¥} Zro| SCF 7|5& AW3l= &
A E-o]t}. Function type g 14 0] As 9 =5
0 & A HE Ae F&3H7] e Aol =S inter-
face element:= o} 9} Zro] A 71#] & O & A ET

shoict.

function ID+=

* Interface source: SCFE Uddl= X2 AH & U}
£ Aol .

* Interface receiver: SCFoj| 92

Table 3. SCFTA Y3IAE

1714 9, Z8E37| B ALE0j0] OHTATISEE

SX(SCFTA)Z & 74t

3.4 SCFTA 424 2d 1.8

2 AFoAE F5719 drAA AAEF7]5
caution & warning indication®f T3t A= A4S

Speys) molkeh 2 wele o] A e AA L
3719) AFBALTO] YaE AnES0IS o
2 QPaA LR 40] oA/ (F) Tt o] 2 9i3t B4
259 2 41 ) AUAS A B

24, caution & warning indication®] @3t SCFY]
2t AlUE & Yot o Table 3 9 Fig. 59 2
o F57] FAA (subsystem) ZHE F9] Hil A5
7F HA St WA 2F4A 29 o] 4E9] master cau-
tion light7} A5 0 & HEgth F27] 2A| Ao A 43
A= g F9o] 9 A9 PFL BEEo] A&E0 7 X&
49 13} & 0.2 S5 A@ 7] (MFD)] A @HH,
ZHto]| A2l= HUD 3+ 2 HMDSO]| “CAUTION” 3}
“WARNING”0| A H & QAEFS ol 2SAF 2+
SRS =AM 9] H F AL Ao A

Safety critical function thread anlaysis(SCFTA) & test matrix

SCF SCF
No category

Function Function

Subsystem

Function
parameter ID title

Interface element Safety

support
element

Function
type Interface
source

Interface
software

Interface
receiver

W= gl

7240 5 “on”

M
10
o
[d]
g
0=

Fig. 5. 20| 2 Z11 X|A|

104 2023; 6(2); pp. 99-106
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122 o
>

For (TRY_NUM = 170 3)
while ((IHIT) 8& (IMISS))
iF (INIT_TINEC-BURN_TIME)

1 28

endif
AMHITLOG();
end

L

Chip/code level

—
2% 2

EJ<
backup Intercom
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Table 4. SCFTA Y3IAE EM A

Safety critical function thread anlaysis(SCFTA) & test matrix

Interface element Safety
SCF SCF Subsystem Function  Function Function Function support
No  category Y parameter  ID title type Interface  Interface  Interface I PP "
source receiver software ~ ©l€Men
SCFO01- Warning signal . Warning B B
0001 0001 form subsystem Automatic  Subsystem light
SCF001- N . Warning _ B
0002 0002 Warning lighton  Automatic ~ Subsystem light
_ Ifwamning PFL . Mission
0003 SCRO01 received (from  Automatic ~Subsystem Mission computer -
0003 computer
subsystem) S/W
Generate WARN . Multi Multi function
0004 S%’;%T ~ PRL message on  Automatic c'(\)/lr:SLotgr function display -
the MFD video P display S/W
Indication . Generate WARN o Multi function
SCF-001 critical Cockpit 0005 SCOB%? " mnemonics on the  Automatic C’;/lrlssﬁgr :th/]%g display -
HUD & HMDS video P sw
_ Warning aural . Multi function
0006 SCroot message to Automatic Mission Intercom display -
0006 computer
Intercom S/W
SCF001-  Display 'WARN' . HUD _
0007 0007 mnemonics Automatic HUD HUD S/W
SCF001-  Play 'Warning’ . Intercom
0008 0008 aural message Automatic  Intercom  Intercom S/W x
0009 SCF001- Pilot depress Pilot Control Mission HUD B
0009  WARN RST Button initiated panel computer S/W
HUD: head up display, PFL: pilot fault list, HMDS: head mounted display system
4. A2 AEEFO)E FHHU TS A2 skt Eat
FU FBAZE 0] Hobe] AR AR 7S B
3.479] Table 49} 20] SCFTA 24 RS H g3t o] YAPPHEL F4g o] Folyrt.
o] A A|"<47]%5<] caution & warning indication®]| J_i'i\% AC-17-019] 7|&& A H4AH o2 2235}
get oA da s A8 U BAS o) Hopch B 98 A4S ARpEE] F2H stuglo] AEYE whe
2 5o AT B EUHo| T HelE NS Aol 7 AeZiAo] s olof st Aol A gah, 3
SCF 7157 20| A 25| 912H, MFD, HUD, HMDS®] U] 87 AeAtelo] 94 9 u] g} 22 BA 2 215
1 Yol BAU F AFH 24 LY UYL L5 A BT A o] o] Fol x| o] AAo|ch.
AU L, 9 AU GOl A A AISHA] AAITE Q1E 2hA S HLY g F571E sk A=
F 40 22 o] & B9-E HiH|sto] U/VHF 19 BAIES AFFAR] SHOIA A&2 02 52
SRS F8 SANAAE Bdsh= 7Is= A 8 Wior & Aotk § £AES AEAE s st
Aoz AFstEz, AR 40| oA S B AFoNA AR 24 S0l oz vt s
AL 4 AZS EAD 5 A A oA &5t FE71E 2T BE 28T
AT B AHE AA F7 AANEALAE 371 WEAE Rl A= 2854 7ldistH, &3 7]8wt
7] 9 A7) AEAr)oll 485t o0, MIL-HDBK- oY} gF R7|A| A (3 € A% 5)ol= &85
si6C 7ute] EERFPRIS/E SRR AT it
2023; 6(2); pp. 99-106 105
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_?_7] [2] DOD, "MIL-HDBK-516C, Military Airworthiness
Certification Criteria,” 2003.
~ [3] US Department of Defense, “"AIRWORTHINESS
TA B ol = AT AAHEH 715 = CERTIFICAFT)ION CRITERIA”, MIL-HDBK-516C, Dec. 2014
24 Y& 3717t 7Hs8E Aol A At o2 7] &} [4] Jin-Gu Heo, Yong-Ho Moon, “Software Development
de. Process of Military Aircraft based on MIL-HDBK-516C",
Journal of Aerospace System Engineering, Vol. 15, No. 3,
pp. 71-78, 2021.
EASIACS]| [5] MIL-STD-882E System Safety, 2000

[6] US AirForce, "AIRWORTHINESS CIRCULAR Verification
[1] DAPA, "Military Aircraft Flight Safety Certification Expectation of Section 15 Criteria”, AC-17-01, Mar. 2017.
Regulation”, DAPA Instruction, Number 561, Nov. 2019.
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