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The requirements for system safety management are
gradually emerging in the process of weapon system
development, but in reality, there is no dedicated
management tool in Korea that meets the characteristics
of the defense industry. This paper presents the research
and development results of a safety management tool
that meets the U.S. Department of Defense's system
safety regulations (MIL-STD-882E). And by applying

this tool to actual weapon system R&D projects,

we proposed a way to improve weapon system safety.

A OFH A (System Safety),

Q| ZZIA| ARl (Hazard Tracking System),
A2 EX(Hazard Analysis),

A2 I - HH| QP (RAMS),
B4 A (Weapon System)
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2.1 System Safety Process
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Identify and document Verify, validate and
hazards document risk reduction
Assess and document Accept risk and
risk document
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Fig. 1. System safety process (MIL-STD-882E)
2.2 Hazard tracking system
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Table 1. Task 106 hazard tracking system - Task de-
scription(MIL-STD-882E)

\[o} HTS task description
a Hazard
b System

¢ Subsystem(if applicable)

Applicability (version specific hardware designs or
software releases).

e Requirements references.

f System mode.

Causal factor (e.qg., hardware, software, human,
operational environment).

h Effects.

Mishap.

j Initial risk assessment code.

k  Target risk assessment code.

| Event risk assessment code(s).

Mitigation measures (identified and selected with
m  traceability to version specific hardware designs or
software releases).

n Hazard status.

0 Verification and validation method.

p  Action person(s) and organizational element.

Record of risk acceptance(s) - risk acceptance authority
(and user concurrence authority, as applicable) by title
and organization, date of acceptance, and location of the
signed risk acceptance document(s).

Hazard management log (record of hazard entry and
r changes made to any part of the hazard record during the
system’s life-cycle).

Hazardous Material (HAZMAT) data elements as specified
by the Government.
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Table 2. SW requirement classification

Function Description Count
Project management Crete, save pr ojects & 5
manage history
System Import, manage system data 3
information (GBL, FMECA, etc.)
Checklist Identify h_azards W|t_h >
A safety design checklist
Ssess
safety Hazard Build hazard analysis reports 6
analysis (6 types)
Safety Tracking risks &
) 3
management calculate safety indexes
System setup Users, analysis criteria, etc. 5
Help Manual, abbreviation, etc. 2
Computer resources SW operational environment 1

429HAE B7h B d A 2 1

HE B7He 18R A, AP Al B 9 g
A3 97k HAd S AR W BIA G HAR
40 2 A dlo] 5|9 552 Fig. 83 2t

1 | |
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_ 1 i i e
MIL-STD-882E 1 System safety approach Identify ; Assess risk ; kr;lﬁrt]itg;faytirolik Reduce Verify and validate Accept Manage life-
sy ¥ app hazards measures risk risk reduction risk cycle risk
1
_________ s A S
! System safety
: management plan
,,,,,,,,,,,,,,,,,,,,,,, S L e B
Safety design checklist
A S N A >
System Preliminary design ritical design
hazard analysis Hazard analysis
Safety (PHL, PHA) (SSHA, SHA, O&SHA, HHA)
,,,,,,,,,,,,,,,, — Ly
process Apply risk mitigati and validate
mitigation measures measures risk reduction
‘ * PHA, SSHA, SHA, O&SHA, HHA, EHA ‘ ‘ * SAR, HMAR ‘
Results

Safety process management with HTS ‘

Fig. 6. Weapon system safety process with HTS
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CSClI for System safety
management tool

KNST
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Fig. 11. Safety indexes GUI of safety management tool
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Fig. 12. Rising safety indexes of O Project

188 2023; 6(2); pp. 183-189 Journal of the KNST



Seongjun Im, Development of Safety Management Tool to Improve Weapon System Safety KNST

Table 3. Hazard analysis results of a O Project

Initial Mitigation Residual
risk measure risk

Consequence

g Unable to secure induction kits Storage container Damaging . Include in .
HzD-015 during transportation design errors equipment Serious environmental testing Medium
g Unable to safely ship, transport, Unmarked center of Damaging . Mark the center of
HzD-028 or handle induction kits gravity on storage boxes  equipment Serious gravity of a storage box Low
g Cannot protect items that Lack of dedicated Damaging . Add dedicated
HzD-029 prohibit tentacles protective gear equipment Serious protective gear Low
HZD-040 Missing vibration test conditions Missing operational Damaging Serious Include in Low
for storage containers conditions equipment environmental testing
g Missing drop hazard conditions Missing operational Damaging . Include in .
HZD-041 for storage containers conditions equipment Serious environmental testing Medium
Failure of thermal cells and No check intervals and Personal . Add a thermochromic .
HzD-043 secondary batteries methods injury Serious sticker Medium
6 ?J__.i [2] Suncheol Park, Jinsung Kim, Jonghoon Jin, Donghwan
= Yoon, “System Safety Application for the Weapon System,”
Vol. 44, No. 4, Journal of Korean Society of Industrial and
1= O} & 5 AFS}O 313 Hof 4l o
FIIAA S Gl dE 8FARE B 2ok System Engineering, pp. 106-112, 2021.
T AFd S AlZFR &2 HAt g = Aol Y o] & A [3] SNSeng website, https://se.snseng.co.kr/m/sub/
AFoz B4 W B3t 4 Qi I Bofo SshE  sub0204.2php
E27 9ok SHA|7F 9tk Wb B =Ho| AL | [4] Onspring website, https://onspring.com/solutions/
HhE ] A ohod A 0 2 n governance-risk-compliance/risk-management/
=15 A" P A 7] (MIL-STD-882E) & 559} [5] ALD website, https://aldservice.com/RAMS~
I B7IAA A HQEﬁﬂVﬂﬂ£7}°P%@E Reliability—Availability-Maintainability—and-Safety—
Bel BT L ATE AASHAD, AEALY HggE  Softwerehm
o BIE golstel). B 7] xﬂ A e AFRA o A B [6] SMS Pro website, https:/ww.asms—pro.com/modules/

#e) £ 43 Bgoto] Yol & A5, A7 4
M o A TFAIES 71 Wgstel AE B
=78 29U ALI
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