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This paper examines the detailed evaluation procedures
and recent research trends of RAMS, FMEA, and
survivability, which are widely used system evaluation
methodologies. First, from a methodological perspective,
evaluation indicators that can be applied to the system's
life cycle stages are summarized. The increase and
network relationship between factors are analyzed from
the perspective of evaluation factors. This study found
that the occurrence rate of FMEA indicators, the safety of
RAMS indicators, and the recoverability of survivability
indicators are important management indicators.
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Table 1. FMEA research trends[28]

Categories Approaches Literature
Multi-criteria 1o o Fuzzy TOPSIS [3],14],15],161,
decision - Grey theory/Fuzzy set [71,181,[9],
making y " y [10],[11]

s - Machine learning
inﬁer‘lc;iﬂcels(lje - Fuzzy rule-base system [12],[13]1,[14]
9 - Data Envelopment Analysis
- Fuzzy AHP—fuzzy TOPSIS;
ISM-ANP-UPN
;nterg;actheeds - SWARA (stepwise weight [[1158]], [[1169]]’ [[1270]]’
PP assessment ratio analysis) ! !
- Linguistic Z number
- Neutrosophic technique [11,[2],[21],
Other - QFD; Delphi method [22],[28],[23],
approaches - AIAG-VDA FMEA [24],[25],[26],
- Dempster-Shafer [33],[27]
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RAMSE 19999 |HAF(EU)IA FEAAH ]
A FHA 7184 QA B4 A HALS 98 S5
HF EN 50126 A Y 5HHA 2= AREEH UTH30].
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MDBF(mean distance between failure)

T8
MDBF = %TJ-?E’F )
T HAZ, 7F8 T (availability) = A]A" 0] 12]9]
Al oA 85 = 7152 8T = A= AH A
2 382 oJujstu, 2830 et 1R AHEE(),
HANEEA,), SBI1EEA)E BRET. 27t
AEEE A (3) - 4 ()2 2] Az Eet,

MTBF

Ai = V[TBF + MTTR

3

o]7] A, MTTR: Bt 53] A1 ZF

(mean time to repair).

B MTBM
~ MTBM + MCMT + MPMT

Aq 4)
o17] A, MTBM: g H] 7+ g A|1ZE
(mean time between maintenance),
MCMT: Bt 17 g H] A3t
(mean corrective maintenance time),
MPMT: 3t o*g 78] A2k

(mean preventive maintenance time).

MTBM

Ay=—o——
° = MTBM + MDT

©)
o 7] A, MDT: B+ H|7}= A7t

(mean down time).

A HA 2, A 244 (maintainability) 2 4 H 7]
& R85 94 9 AAL olgsto] PulE £
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g ggolnl, 2L BE el AZHMTTR) 52 A
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oA Eko 2 QHA I (safety) = A|AHQ] ALR %

L A8 Agstn sl A48T 4
2 ojvjshe, 3 VAR GEA BAHE
ZSF(SIL, safety integrity level) O 2

510 2|, RAMS, FMEA, Survivability X|E 7] £tA|H &4

IEC 615080°] g 2oJ= o] 3o 4AHQiof] mzt A= ot
2 SIL B2 A}83hc}h EN50129 (B &) o] 2514 SIL
A2g Aol A2 PAH= 518 7HsT 1FE(THR,
tolerable hazardous rate)2 % 9| 5lojof gty al A
St Stk AEYAE e 8923} THRS
7J 9|5}, SILL Table 20] 93] g€ 5= U c}[32].

Table 2. SIL table proposed in EN50129[32]

Tolerable hazard rate

(THR) Safety integrity level
per hour and per function

10 <THR<10°® SIL4
108 <THR< 1077 SIL3
107 <THR<10°® SIL2
100 <THR< 107 SIL1

T+ HAZ PD CLC/TR 50126-2[33]°] &Jst Y E
T B7F HAlo] ot fdEw2 37 €3S
2 W 42Ee] Ago B 4 9
Y7 A ZAE 7o s =4 473
of 5tH, YA = F ot Aol 7 & AFTA,
A7}, AAE Aestel AT [34]. BT
47+ 7} 712 o Al Tables 3-49} Zo] A4
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Table 3. Example of frequency ranking scheme[41]

Description Frequency range Ranking

Frequent 11in 20 days to 1 in 3 months 6

Probable 1in3months 1in1 1—years 5

4

1in1 1—yearsto1 in7 years 4

Occasional 7

Remote 1in7yearsto1in35years 3

Improbable 1in35yearsto1in 175 years 2

Incredible <1in175years 1
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Table 4. Example of severity ranking scheme

Approximate numerical

Description value equivalent Ranking
fatalities/event

Minor injury 0.005 1
More serious injury 0.025 2
Major injury 0.125 3
Single fatality 0.625 4
2 to 5 equivalent fatalities 3.125 5
6 to 25 equivalent fatalities 15.625 6

*1 equivalent fatality = 10 major injuries = 200 minor injuries[42]

Table 5. Risk ranking matrix[41]

E Severity
requenc
SRS 1 4 5 6

2 3
6 7 8 9 10 11 12
5 6 7 8 9 10 1
4 5 6 7 8 9 10
3 4 5 6 7 8 9
2 3 4 5 6 7 8
1 2 3 4 5 6 7

= =R Aot

Table 6. RAM(S) research trends

Target system Approaches Literature
- Simulation-based RAM-C
Weapon - AHP; Structural equation (361,371, [38]
Unmanned Simulation-based RAM-C
. ; - RAM verification & [39],[40]
aerial vehicle i
validation
. - ARING;
Warship Correlation analysis [41],[42]
- K-means method
Railway - Functional block diagram [43],[44],145]
- Bayesian
General - Heuristic method
industry - Reliability-centered [46],[471],[48]

maintenance
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Table 7. The procedure for vulnerability assessment

Step Description

Weapon system
analysis

Threat weapons specification and
mission & kill type

Critical component FMEA and FTA

analysis (fault tree analysis)
Component definition;
Vulnerability Calculation of the number of hits;
assessment Determination of penetration;
Calculation of vulnerability probability
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Table 8. Survivability research trends

Target system Approaches Literature
- NORAM S/W;
2D simulator
o ax [56],[57], (58],
Warship MAV\/_(mls.sHe approach [68],[59], [60]
warning);

genetic algorithm

- Random variable weight

Unmanned converspn method; [61 ],[62],

aerial vehicle - Hazard distance Lo [63],[64]
assessment technique;

- Most reliable path problem
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FMEA

« Occurrence: Probability of a potential failure
« Detection : Probability of detecting potential failure

« Severity : A measure of the effect after a fa

Survivability

« Susceptibility: The probability that our system will be shot by threatening weapons
* Vulnerability: the ability to withstand the damage caused by the attack of a threatening weapon ps .
« Recoverability: Resilience to sustain mission performance designed after shooting @ Component unit

ilure

Fig. 1. Evaluation methodology by system life cycle

Table 9. Relations among FMEA, RAMS and survivability

. . Objective - -
Potential failure Susceptibility reliability Reliability (MTBF) Failure occurrence Susceptibility Safety analysis
occurrence nent
( Availability ) Cost analysis
ol fai Objective unique, operational
P°t§”t'a| failure Vulnerability availability Failure detection Vulnerability
etection PSR
nent Maintainability . .
(MTTR) Environmental analysis
. Objective
Potential ffnlure Recoverability maintainability Safety Failure severity Recoverability Legal analvsi
severity nent (Occurrence*Severity) €gal analysis
RAMS

« Reliability : Probability that the equipment performs the required function

« Availability : Probability of performing a demand function at any point in time
+ Maintainability : Probability of recovering to perform the demand function

« Sefety : Ability to prevent and safely use possible hazards in the system

‘@ System unit

Methods of system evaluation FMEA RAMS Survivability
Occurrence 1 - Reliability {, Availability |, Safety | Susceptibility 1
FMEA Detection 1 - Availability T, Maintainability 1 Recoverability 1
Severity 1 - Safety | Vulnerability T, Recoverability |
Reliability 1 Occurrence | - Susceptibility |
Availability 1 Occurrence {, Detection 1 - Susceptibility |, Recoverability 1

RAMS Maintainability 1

Detection 1

- Recoverability 1

Safety 1

Occurrence |, Severity |

Susceptibility |, Vulnerability {,
Recoverability 1

Susceptibility 1

Occurrence 1

Reliability {, Availability |, Safety | -

Survivability Vulnerability

Severity 1

Safety | -

Recoverability 1

Detection 1, Severity |

Availability T, Maintainability T,
Safety 1
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