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DA SO AS Q7|2 HEAO| 0|85,
K-RMFZ 2345}i0F 1= 7| S 0] O[5} 7+ 25t
AYo|ct. = A= Ol=2 8= RMF 20| Thgt
OS2 HIZO K-RMF AIHS SI5H ZRIZHH 12
CHet A=A Het, 7|12 Moo S=4 2asts
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HAISIRAC.

The ROK Ministry of National Defense developed K-RMF
in 2020, went through a pilot application process, and
officially applied it to several combined systems and
battlefield management information systems from July
2023. In the meantime, the ROK military has worked on
improving the completeness of K-RMF itself and
institutional reforms, but there is insufficient
interconnection between the Instruction for RMF and
existing directives related to defense projects, and there
is a lack of understanding K-RMF. This study suggests
directions for the development of defense acquisition
systems for the early settlement of K-RMF, such as
institutional supplementation of laws and regulations
promoted for K-RMF implementation based on an
understanding of RMF guidelines in the United States
and the Repubic of Korea, and minimization of
redundancy with existing systems.
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AL AGFEF ol RMF 7do] S&35] st = F 2 HAd Ao 255t o @ FA, 5
AU, FAIHAE ST 9 i Afo|vEQF Y, FFY T F 1659 RES G E Al
AFHY AV AE F71H 02 Ad4E] Yot At o] ERAY H&2 o] ojH] K-RMF
B 7tst7] ol ot £ JAH Lot glom, T BErAAL AR
FHAHLAGFEF 0] F7AAL AL AAE HGeZ A H o= g Al gPsfof of= 4
AAY] 428 -J52JHAE 2dote AHS4H  FolA TG FA 2 2847718} AAG
A R Y 7| BEAE AL A A5 [6] 718 AFE Aok o= 7 & 25 2L H A
Sttt S A A K-RME7F 27] 0] H 2= 7] 96 A F5, TG oA L7 F21 ZHFEE0] K-RMFO]
£ K-RMF7} Apo] B B ot ¢ Fof| FAsh= gy & <l s dutit olsfisty Y=AE &QIstL, K-RMF
drto] Yotz JF7F oty HAANG IR & JRV|HFE A AR = A2 FoJIA E
Arete BE Qo] 7| £H 02 ZiSojop g uilE O] 9AZ o= AoloH, AEXRA AT
7tE 5 JeE LA LTAYGFEF ol K-RMF Table 17} 2t}
Mol &5 Y= =5 H o] sttt HAEZAFZAE AHEY FAANGET A9 2
FHAYLAGEEY A E AR IS (77
2.3 3F 9] K-RMF Q14 A2 AL A} d 6~103] 0]} 40 %, AL AFFELE SAZ 5
3} 0]4F 50 %) BHH, K-RMFO] T ¢t o] 3 = (%
=t 9] K-RMF Q1410 t 3t AR A= 202410 FAEAFOIoF82 %) 9 WS o] FH (32 %)= 4
1Y 8YRE 26474 &-3ff-FEF, ALY Hog RET AS AT 5= AUt o]+ K-RMF

Table 1. The survey result on the perception of K-RMF in the Korean military refinement

Question Answer

A. Army/Navy/AF/Marine Corps HQs. (40 %)

Q1. Affiiation B. HQs. subordinate(42 %) C. DAPA(18 %)
Q2. Rank A. Field officer(54 %) B. Company officer(9 %) C. NCO(5 %)
: D. CME(22 %) E. Gov. employee(10 %)
. . - .. A.10times or above(3 %) B. 6-9 times(3 %) C. 3-5times(28 %)
Q3. Experience in defense acquisition position D. 2 times or less(66 %)
. : - A. 20 times or above(10 %) B. 11-19 times(5 %) C. 6-10 times(19 %)
Q4. Experience in defense acquisition D. 5 times or less (66 %)
Q5. Familiarization with directive for defense  A. Expert(3 %) B. Skilled(12 %) C. Intermediate(35 %)
power development operation D. Beginner (50 %)
Q6. Familiarization with instruction for A. Expert(1 %) B. Skilled(5 %) C. Intermediate (12 %)
cybersecurity risk management framework  D. Beginner (82 %)
5 . . A. 5 times or above(2 %) B. 3-4 times(4 %) C. 1-2 times(26 %)
Q7. K-RMF training completion records D. None (68 %)
. . . A. MND/JCS(7 %) B. DAPA(3 %) C. DCC(8 %)
@8. K-RMF training providers D. Army/Navy/AF/Marine Corps HQs. (14 %)
A. Guideline refinement(10 %)
B. Expanding educational opportunities(30 %)
Q9. Key elements required for K-RMF C. Additional pilot implementation(11 %)
D. Distribution of explanatory materials(21 %)
E. K-RMF management system(24 %)

Q10. Key departments responsible for K-RMF

A. All department (41 %) B. Cyber Operation Center(23 %)
C. Information planning and management (36 %)
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A= 710 AR Bl

E3F K-RMFO| gt w5 o]
(RL, 68 %)3tEE, 7| HEE W
Aot A BAE SHote= &
K-RMF Q14 A1, & 44 54
o] Z et

K-RMF9| 27|42+ 95 2 83 22 K-RMFO]|
et 25 715] & (30 %), K-RMF ¥ A| A6
% (24 %), K-RMFo] tj gt A2} & ¥ X (21 %), Al F
AR ol gt F=7EA Q A A& (11 %) 22 =2 &
Fotd=tl, FF K-RMF B AL L5 Al ARk
WEsAE ¥ FA R 50] FE5| AT EHelord A
o7 2ol

7} 3= Z59 K-RMF F3EA 23] A=
28A71 5 H9ote A FEFEHI SFHE HEo
41 %Q1H] BlS), JH}7]| SR T, Abo]H 2 Al E
o3 2ot H 8% 59 % H 9ot K-RMF9 AL
O|HH Ot WAAYAFE $P5t= B QAYo
Y foF st= A Yol = &5, K-RMF9] =31
& o ™9 IT AZEoF= YZot= Aol 2 A
o= wotHEG 7 259 BE 4£8A47] A9

o2 JZE

jng

A K-RMFE #&3}0] 33
sof sht, K-RMF 271922 aj A st 5o
2 7} 2o K-RMF AGEA S £3, 18 % A4
5 AR AL st AE P F sk g Aol

3. 3h-0] RMF 9 K-RMF A| 8§07 &4
3.1 122 RMF

]9 RMFE 1] ¥4 H H S 329 (FISMA,
Federal Information Security Management Act)
of et vj=m HE71 & AT A (NIST) oA st L
™, 2 o] Aol Z-Aof tjn|sto] bHT A AE
MEstz] As) 48 718 dANA AA, 9, Al
B7h 2§ D w70 o] 27| A A" A T
TR ANA F7IA A S Aol HE et e 9 H7HE H
g Al oth. RMF= FEA A o T3k 9 o] A+

ol mA= FF o 2He HFo ALF

KNST

o] H4 Aoz 9
AL gratet e .

RMFS] 3 2 4] 1] 9 7| ZRAE 1
SLEFH QL NIST, % 2] £ (FIPS, Federal
Information Processing Standards) & =+7}QFH A
A H Y3 (CNSS, Committee on Natinal Security
System)©f| 4] A| &5} £ Q W& Table 22} 2t}

1 o2
4
30
H
Ju
1o
ook
filo
é
N,

H ok
o
u)
~

i

o afn
41 g Ay

.0 [ = g
Ol

-
L=l

of
o

Table 2. Publications for RMF
Publisher Title Major instruction

DoDI 5000.02 Defense acquisition system guidelines

DoD DoDI 8500.01 Cybersecurity guidelines

DoDI 8510.01 RMF guidelines
|dentification,
SP 800-18 security control implementation,
and assessment methods
Guidelines for risk assessment and
SP800-30 mitigation of identified system risks
SP 800-37 Guidelines _for apply_mg the RMF
to federal information systems
NIST
SP 800-53 G_wdeI!n_es for security cohtrol
identification and selection
SP 800-53A  Security control assessment guidelines
SP 800-60 Security classification guidelines
SP 800-137 Monitoring guidelines
FIPS 199 Security classification standard
FIPS Mini it . "
FIPS 200 inimum security requirements

regulations

Guidelines for mapping types of
information and information systems
to security categories

CNSS CNSSI1253

NISTO A A 9]5}+= RMF WA= NIST SP 800-37
ol At (0) EHI, () AAH BFRER, (2) Bt
SATE A, 3) Hete AT = 74, (4) HAEA
T 7L, (5) AL QI7E (6) RUE PO 7HA R
TAAEY, 24t SAE =2 &2 o oF A (8]
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o] glo] Bl RMF HQHEA| g5 3o
A + AlgtE e out, RMF g 4
Sl HASAFES ol GA FESHIL A=A A

T U=t v RMF EASATE fL8E
10]= Table 39} Zt}.

Table 3. Comparison of ROK and US RMF family

Family us 2(6]
AC Access control
AT Awareness and training

AU Audit and accountability

Assessment, Same as US
CA authorization,

and monitoring

CM  Configuration management

CP Contingency planning
CR - Crypto management
A Identification and
authentication
IR Incident response Same as US
MA Maintenance
MP Media protection
PA - Planning and assessment
PE Physical and em_nronmental Same as US
protection
PL Planning -
PM Program management -
PS Personnel security Same as US
PIl processing and
PT -
transparency
RA Risk assessment -
System and services
SA P
acquisition
System and communications
SC .
protection
Same as US
System and information
Sl . .
integrity
SR Supply chain risk
(SM) management
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