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This study proposes a K-RMF application plan for the
ROK's tactical data links operated by the Navy, focusing
on naval vessels. For foreign tactical data links, | propose
compliance with the relevant national's RMF procedures
centered on hardware equipment, considering the
relevance and redundancy with the US RMF, and
compliance with K-RMF procedures for nationally
developed sections. For national tactical data links, |
present individual verification and integrated
verification procedures for HW/SW of various
acquisition paths, and present considerations for K-RMF
application from the perspective of ship system
integration. This study is expected to contribute to the
research on K-RMF application plans for ROK’s tactical
data links. Future research is needed to select detailed
K-RMF control items and establish guidelines for foreign
and national tactical data links, and to advance to the
practical use stage of K-RMF by building a database of
actual application cases.
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Framework), =2} AFO|HH £t {22 (K-RMF),
SHHMEH A (Combat Management System),

A A EEHSystem Integration)
Acknowledgement

0| =22 20243 % St=dliafsty [&5t3]

S/etatisl ¥E =2 Y.

ISSN: 2635-4926 https://doi.org/10.31818/JKNST.2025.3.8.1.81

'.) Check for updates

=0 CHof

o 9|3 22|

L—

A Study on the Military Cybersecurity Risk Management
Framework(K-RMF) to ROK’s Tactical Data Link

*

0x

2S5
o=

BISIAI AT CAIITA $40172

=

Seunghoon Jung"

Chief engineer, C4l Research Institute, Hanwha Systems

LAE

AR oIA BAlo] 98 Wt RS B B3] Afo]us

7 w27t ol 3k B B 5 9lrk 20244 9,600 U] 7

S dmotulg Y oR THG A, 184 AT 9T

shil 2 B8N B B 52 BAste] 2/ UL fEHE

B9l [2)o0 0| 27174H) ShFF A8 FT 4 ATk ol WY
A

ZQl &ote] s HRH Aol BtE 842 titt o]

AHI Y $EOE ASH R AF A7 H: ARgtolth. 2
e NABH AL A £ 2 V4L Bty 9o
o, 580 S A Aol WA ol F AR BA S UA5
EREE R PR B R ER 2o

N B % B BT 2 FHL A FFAL AHA
1 AGHOR APH L Ao e, BH 9 04 Ju
57 DA S A6 Fuote, P4 D FFLF GA AL
2 g)7g0] T3] ol Lol A 1 YTH3]. WAHY 5 F A/ wE
g ohu e AL A 0] Aol AT % Gl AR (4]0, A
AQE e 717 B Boto] §95HE AR ohet 1 o] %
AR BB AAE 50 AR Hok Ao Fagt B
B2 AN B Aoz Beuo] 2guE HEFo B9
E EFOIA WS YR WEY FAA (52 BE AT
gee L% Ak

© 2025 Korea Society for Naval Science & Technology 81


https://crossmark.crossref.org/dialog/?doi=10.31818/JKNST.2025.3.8.1.81&domain=http://journal.knst.kr/&uri_scheme=http:&cm_version=v1.5

oA FFoll= HAEA U Ao HE A AH F
5 olQ9 aT Y, AFAA A &Y 5
Aol 940 F a0 A F2HE 1 Qlnt. o]of o5t
of 3o FE&E= A3FH T EFA T =
d, 123 A7e JE5o £ R EY. A E &
o] 0s M YHOIE A& A, sWP d2FE
4 HEOo 2o M3 T HA 7|20 qAiFetA &
S A ARG ol TS 7Hs Aol =2 A ol

T Y AR AE AE S| A AR A}
Gst7ld £V 7P AL, AR RS 7 sk =
ohFet A A9 B wZol AR e Feksa
7HAEE = 9lon g, o] AP A E H¥tA o
2 Hshe WA o= Ao HE Y HjEteio] H
Slshal ik, mj=of Al AAISEAL Q1= ARl H H et 9
AT A =& FaLsto] £ yet=e 20245 H =
RO A AA A 02 SHf Aol H HQF 91 e A
L& 34 285t ot SRR AA| H &5k 5
&, 809, B g A 2 ARV RS AP
2 dor HAAA 48& 5= &l THAA Y7ok
gt} £5], A& o] ¥ 3 A (tactical data link) 2} 2
o] A A of] 4] o] = EAT AAES T2
2 AdA AgHeto] tigt A2l A7 B ast
o mEhA, & oA e SeatolA 285kl 9l
+ Aedoleg Ao s =1 Abo]HHEt 9
& oEA A& 5 A=A Hdl g SA
o= ATahelr
2. ¢ A

=4} Aol v Kot 99 #a] (0] 5} K-RMF) 2] 27, &
AE A9 A0 B
ol wet g3 Sejitetol A A

2 g3}

4
rr
Y

FAHANA FoHA ZE AAE SAO
2 AHol# Hg sty Yot D
A Ao whet HotA E A HE 9 W Qkg

s

N
o
2
s

]_

(1
119
T

Q.
= rlo

(o o

o
1y
=

o Mo N

i) il

)

>

24

)

o E o o
o

)
LT
<
T

ARAA S, A
o) A7+ 43 = o]
. 29) 49 B AA
of gtz A44L upetok . A 9
A28 BA (N2 BIRF), AE B
5 44, R8N 24, BReHEAY
2 79, B AA BEs}, BRIt F527,

s
r'O
41 0o

LI

-,

4o

oot

ol

ol

2
i
o
=
ol
o
ko

2.2 O] Afo]H E ot 912 A| = (RMF) H 3=+ A
ol H K et 9% 2] A & (K-RMF)

u] = HFE (Department of Defense, DoD)+& F7]
AA D AEAA D5 A AEHH o2 TYSE= A
Mo RRE 45 AAS HE37] A
B9 Pt 71ES Algst] &FokaL A 1985
d TCSEC(Trusted Computer System Evaluation
Criteria) . 2 R €| A|ZH {7} 7| &2 < RMF
A&A(Risk Management Framework Assessment
& Authorization) 7} A] ¥4 ] A T {7].

v A 5 DoDOA #-&3t= RMF= vl =9
HF7]& AT+ 4 (National Institute of Standards
and Technology, NIST)2] NIST 800-37[8]& W&
Th. 800-372 ¥ ZrAAE GAERE W
ot, 2t DA oA a3t HASAFES Aesta
Aot & ot HOlE A Y ES s & A7t otd
NIST 800-53[9]°] g A|=|o] lt}. 800-53% 7}O]
E gAo] Adoto] LA mZoA AE=H = HtSA
FEol et AR JE = v Eo] et shA et
2 E°14 800-535 &3 mlZoNA ARgste Ht
TAFES A8 & 5 A= Aot 800-539 3
ol 207§ 9] £ += Table 13} Zt}.

82 2025; 8(1); pp. 81-87 Journal of the KNST



Seunghoon Jung, A Study on the Military Cybersecurity Risk Management Framework(K-RMF) to ROK's Tactical Data Link

Table 1. US RMF security & privacy control families[9]

KNST

Table 2. ROK K-RMF security control families[10]

ID Family ID Family
AC Access control (HZEH)) AC Access control (HZEA])
AT Awareness and training (20t s 2 £3) AT Awareness and training (221014 1S-53)
AU Audit and accountability (ZEAF 2! Q) AU Audit and accountability (ZtAF 2! ZHQ)
Assessment, authorization and monitoring CM Configuration management (SAl22])
A (Rt i3, DUIERR) :
CP Contingency planning (H[A4|l)
™ Configuration management (212) CR Cryptography management (&)
cP Contingency planning (H[AAH1E
gency p 9(HISAE) IA Identification and authentication (A& 2! 91=)
1A Identification and authentication (Al 2l 01=) R Incident (AFZTHS)
ncident response (A{1THE
IR Incident response (ZISHAIIIHS) VA Maintenance(SA[52)
T T
MA Maint LSHNES
aintenance(fAI4) MP Media protection (IHX|£3)
MP Media protection (O{X|ES
P (= 2) PA Security planning and assessment
Physical and environmental protection (2ot A1E 2 TI)
PE (A4 2 2831 wB)
PE Physical and environmental protection
PL Planning (A 2l4&) (Ad 2 2884 235)
PM Program management (Z2 72 22]) PS Personnel security (12l EOF)
PS Personnel security (219l H0t) SA System and service acquisition
(AAR 2 AMH|A 215)
T Pll processing and transparency
(PIl X2 & EHAN) sC System and communication protection
- (A R LS4 BS)
RA Risk assessment (YI&%7})
. o System and information integrity
oA System and service acquisition Si (AJAE] 2 KE DZ4A)
(AR 2 AMH|A 215) —==° ©
. ) SM Supply chain management (22Y #2)
sC System and communication protection
[ONES=TR= RSN i-ko))
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Table 3. Past, present and future of ROK TDL[11]

Category ROK TDL

Past Link-11/16, ISDL, Link-K

Present Link=16/22, ISDL-I, Link-K, KVMF

Multi=TDL(ISDL-II, Link=K, KVMF, Link-22),

Future Link-16, etc.
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Fig. 1. Example of naval ship combat system[12]
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Table 4. Considered factors for system integration in naval ships

Requirements (draft)

TSCE concept

K-RMF view Considered factors

Data protection Level/information definition

Integrated combat, navigation/ship handling,
communication and engine/damage control systems

Network protection Network separation and integration

System operation for all ship areas, latest technology

Protection of all areas

Authorizer by each system
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