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This study aimed to propose development directions
for the counter-drone response system of the ROK
Navy against the growing drone threat from North
Korea. Accordingly, it examined the evolutionary
pattern of drone and counter-drone systems in the
Russia-Ukraine War, analyzed the drone threat posed
by North Korea, and identified the need to establish a
layered counter-drone system covering the bases,
ports, island areas, and naval vessels of the ROK Navy.
Accordingly, the paper presents development
directions at the level of military innovation, in which
weapon systems, operational concepts, and
organizational structures are organically integrated.

2Z{A|OF-23 20|t 2 (Russia-Ukraine War),
CHE 2 o2 A7 (Counter-Drone Response
System),

St= i (ROK Navy), 2217] Q& (UAV Threat),
A& A (Military Innovation)
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o AFE2 A = W7 Ae & & EES &E5to Aokt 7R et 3 A4t
EXHEE AAY S840l AFetL USZ Hol o dF BF E 27 84 a7E AFJoH, B4
o ot 7)€ A7 s A Ao 2W EE & ol W3 gH AR giSol AotEEA o]t
S HEE AAS HA 223 Stk Anbo] diek aabE JA A E A
AMAE =0l 42 7L ol = 2 2Hd & 7o) 71 5t= A DJIAFS] &% EE, Orlan-10,
gol st 71A gy e 2ot 771 AlA,  Lancets°o| I T4 Ao HEA EEH UL
Ad 28 ME, 24 g4 22 584 dF= 44 GPS-BAl AT, FEEE AH, 7wt 5 AR
A or REQ Aot wetA, 2 A= dd  SHIHEE HSE ZASGEHUH
AgA EE2 HE=EE AAY &&ol A5t A= ©] ¥ Shahed-1363} A H|-& FPV EE0] thif £
S 235t F-¢ AAGA E28 L =8 &  HUA EEHA2 AHE AT 28 SHo R 9y
SN A} AT ZAGHL, S EHE BEFH EE Aok FHZol= ALVEE 24 HA], FAHF 5, A=
o AT = ST dS AAC HF LA LRFS I T]so] AREHM =] H& AESHHI QL2
7 A, A & Md, 22 B Zokol 24 & o, olo] &St HEE AAE TA, A, AAA
AR A AL A &S A 3t =94 240] AE s AA = TAsAL

Ut o] H et A= A MM =2 HEE AA
2. 8-S AN AZ BN TR TE A 733 B A0 R Aol Q&S B ETH1,3].
-9 AR AL ket P o SRo| A At . Sl et s -

Ay AAtE e e el 1 3. 530 £ 98783 o2 g AA g 2
oA &JEHH AT 3 G20 T3 oS 7HA 4
ot A 279= -2k FAV7F AE T B
dFol FEHUL, o]Fo= & 29 EF, FPV 2| 53t FRAAA 71& 9 & oA Table 2
EEAFZT B YT R EHEA EES o8t A o] 423 A EERYH 3FF FU71, BV Al
N Fgol mt2A SAFE A ol A AR, Al TP FAVA g 78 EE FHEE A =S
3,718, 84 a5 HEE S AAE A FH I ATH8]. o2 =& FlV]= Aix JFET}
SHA. B-¢ A AME ES-HEE WS AA 7hedh, £95EH VE Y AANL R E A
o] 213t Aol A 7 2] 5t Table 13} ZTH3]. etHigol ol & 4 At

A 2710l A ko|u7} Byraktar TB29F A 595 2% EEL FW= AL IFRE ST A
Table 1. Overview of the evolution of drone and counter-drone systems in Russia-Ukraine War

Category Phase 1 Phase 2 Phase 3 Phase 4
Mai Initial effectiveness and Expansion of small . Mass employment of Advancement based on Al
ajor phase . - drones and electronic -
rapid neutralization " low-cost loitering drones  and autonomy
warfare competition
R tative d » Bayraktar TB2 * DJI small drones * Shahed-136 * Al-enabled FPV drones
epresentative drones ——, epy drones ¢ Orlan-10, Lancet * low-cost FPV drones * Fiber-optic drones

* Large-scale
attrition-based
reconnaissance

* Expanded use of attack

* Al-based target
detection and autonomy

* Long-range
communications and

* Reconnaissance
* Target acquisition
« Initial asymmetric

* Swarm attacks by
loitering drones,

Operational features * Intensified precision

strikes suicide attacks - -
drones anti-jamming
« Conventional air GPS and. . Mobile air defense * Integrated detection
communication teams
Counter—drone defense response . . . systems
. . jamming * Small jammers . .
responses « initial electronic warfare . . * Combined soft-kill and
* Anti-drone equipment, * Close-range .
response . - . . hard-kill measures
deception tactics interception means

* = (2025) 9] G5 4O Tt

324 2026; 9(2); pp. 323-328 Journal of the KNST



Hye Woo Kim et al., Development of Response Systems Against North Korea’s Drone Threats KNST

Table 2. Major types and charateristics of North Korean
UAVs[7]

Category Main Characteristics REINETES
* Chinese D-4 series-based
Found near
Banghyeon-| small UAVs
Banghyeon-I * Mainly used for Baengnyeong
) Island in 2014
reconnaissance
. . Found in Paju
Sky—-09P-based * Modified model of a Chinese
and Samcheok
small UAV small UAV .
in 2014
* Presumed modified version
Attack UAV of the MQM-107D series
* High-altitude Unveiled at
Saetbyeol-4 long-endurance North Korean
reconnaissance UAV military parade
Saetbyeol-9 * Attack UAV similar to the

MQ-9 Reaper

Table 3. Major counter-drone systems in the ROK mili-

tary
Category System Function Service
Local Air * Low-altitude target Arm
Defense Radar detection Y
Detection Small UAV * Small UAV Arm
Detection Radar  detection y
* Improved UAV
Search Radar detection Navy
Portable Drone  * Drone signal .
. . Joint
Gun jamming
Electronic —
Warfare * Navigation and
GPS Jammer communication Joint
disruption
* Laser-based air
CheonGwang-/Il defense Army
Engagement a —
* Close-in drone
CIWS-II Upgrade interception Navy
Al g E8E & AL, 34 BV Asd2
B S5 8 59 g0 289 & Atk ol&
23te] EE 3} 29179 9 Fo] thad BA 45 L
ol Y3 AR T B PO R BT > UL
2 A ATk 33 B2 A S o] 2t Bt
SE3} 2oy Yge] JF o Aokt 54L 7}
A, 31271 )9 e T 91X o] tho] 94
3 %8 FA Aol DA Yol R} 2e17E B
S FZEH T4 #240] E 7tsgol AL, HEE
Aot Aot AL Batat A Hor 2HT o]
49 EE3} 7719 A5 sh5Ao] 4R} B
oA 715 FA FHS ALE-4F EET 7l

A4 $7 o P GEE AA S B wHol 2
e

4. B3 S 919 o3 AA R g

72 HAge EEo| A Hute] A W4 Ao
2 2853, 0l0] hgohe HER AA G4 45 A
A o2 WHS Y& Bolxgit. #-9 A4
AT BAE g EEL ASHoR ATeg
St glo] @ 2 J1AFEEA 12T Sy
15 AP e Beke] ERolett AR 9dol 4
S} k. webd, 3 Sje] B9t S8 Ao o
o AAE AE gu]] 572 ol ofefot 2ol
w7 AA, 4R &8 Ad, 24 BAo] 7140
A%E 2A A Qo2 2213 8 a7} 9l cHe]

41771 AA

S8l 837 9%t o

|
#u) Z4j0] opet gH % 4]

I 4o
ot
Lo
Iy
rh

AR 5
H 3} o (soft kill), T3] = (hard kill)& 23t
033 F7l AAE LT a7 AHH5,9].

SR 9 AE a2 = A% A Ho|H, RF
A 4], EO/IR A AHE SE§joF gt} o 7]
A A= FAFolE et 47 F217] "AFolH =

ANER YEote 48 S22 27]0] BRsle o
< 5o, RF &4 QU= 223} 2% 4] 7+ An
L g s,

AT & GA5to] 9 of £ 5 A}
EO/IR ZHA] AH] = -0t G4 %

Al Z+A 0 g2 SFRl5hal 4 5= T2 Sttt Table 4
o A Z11 A 2 A Al gE 9 F 2fo] 9] Sky Fortress
= STFAAE FAZAA R g A E &t
of EEY HI= 2719 A= Al A0, = =
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Table 4. Major counter-drone weapon systems

Stage Systems Reference Cases App.
* Low-altitude : chza,:loATrreSS Early drone
Detection & radar detection

Identification ¢ RF sensors Defense Radar and

* Small UAV . e
EO/IR sensors Detection Radar identification
. * Jammers Signal

Electronic « Portable * Kvertus AD disruption
Warfare drone guns Counter FPV and rﬁission
(Soft Kil) * GPS jammers * Tetrahedron neutralization

o Laser )

Physical weapons Final

y . P * Merops, Sting interception
Destruction e Interceptor

: * CheonGwang-1/Il and
(Hard Kill) drones destruction
o CIWS-II
O] A ol H & AFF AV F A FolH = A
1% 4% 724 Ao S4Z = AAoIH.

At sHo 2= Ay wek A, FiE =24,
GPs L Y| 53} 2L ADEY $TE R o}
g ol @SS SES A gy shr|u YT
S AA g B7hsoHA ot Qg Sk dt m
gulot I8 SRAL S2H 2F4 A B
£ AekabA L mksto] MBS BebgaA wE 1,
GPS I FH|= H $A1S e sho
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Table 5. Standard organization of the counter-drone re-
sponse team (C-UAS)

Position ‘ Duty ‘ RENEIS
Commands the Field command and
Team Leader counter—drone reporting to higher
response team headquarters

Operates RF
detection equipment
and EO/IR devices

Detects and
identifies drones

Detection
Operator

Installs and
operates electronic
warfare equipment

Electronic
Warfare Operator

Conducts physical ~ Operates jamming
interception and equipment and drone
destruction guns

Engagement
Operator

Attack UAV similar
to the MQ-9
Reaper

Saetbyeol-9
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