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This paper proposes a design framework for an
integrated cyber defense system intended for future
naval vessels. Considering the deteriorating cyber
environment—characterized by integrated networks
resulting from unmanned automation and a
simultaneous decrease in dedicated cybersecurity
personnel—this study implements a design for
integrated cyber protection and hierarchical cyber
response. This research can serve as a key reference for
planning cyber defense architectures for future naval
ships.

AFO|HHEES X (Cyber Defense System),
HIHA 2 (Large Language Model),
REST OF7[EllX] 7|8 API(RESTFul API),
N 2IZ|1SA|(Open C2),
CH-EH+2H(Course of Action)
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Fig. 2. Concept of with CANES and without CANES
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