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This study proposes a CBM+ application framework for
COTS-based rack-mounted server-class equipment in
naval weapon systems. The proposed framework
integrates Redfish-based hardware telemetry and
system-specific BIT data and employs LSTM-AE-based
anomaly detection, Bayesian LSTM-based RUL
estimation, and operator-feedback-based model
calibration.
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Table 1. Characteristics and CBM+ issues of serv—
er—class equipment

[tem Server Traits CBM+ Issue Action
High Perf. / Flif\lilgllfngrjl‘ljr{ Weak signs  Use avg. / Delta
Low Load 9" before failure  / Trend features
Low load
FaultData  Mostly normal Hargl Usg
Gap data supervised unsupervised +
learning Simulated faults
Electronic  Status/logs > Mechanical ~ Fuse Redfish +
Equipment  Physical wear CBM+ limits BIT
Mission 24/7 ops; False/Missed ~ Post-process +
o Mission SW  alarms burden Feedback
Critical . .
linked ops tuning
94011 o 7g 2 L8, AR S0% ol o] 15

]Eqi grHog HAstA o=

& it whEbA] A oA B
£ AA & sl71 K}t A4} glo]E
it 1 7o 1 AU A5 Ag¢st

L} @3; T55h= Zlo] A A o]tH19,20].

¢

3. Redfish API®} BIT AR g =

Redfish API:= AH Z 9 8] J HE RESTful
A HolAZ Xﬂiﬁ}h DMTF #&° 2, CPU, W&
g, AR, Ads3a4A, 92480 5 =90 4
HAEEE #23d FHE A5 & A 1Y
Redfish AH L= =2 A2 Ad st=9go]o] Ae=
WO 2 s, E7IAA 1179 dF AZE],
SAUNE, HoRE, A4 BIT 23 5 AA 3} 4
B HE BT XA = g =TH[3-5].

wheh A 2 o Lo] A= Redfish 7]4F out-of-band
st=dlo] e g e A A BIT FEE He 33t
H, Azt 7o & HEsto] 5 AdA4d A (he-

. : = =L - o
alth indicator)E F+Ast= WS Attt
Preprocessing & Feature]
se”’c;’us'a“.e Data Engineering Anomaly Detection Anomaly Type
¢ ection I« ing *{ LSTM-AE MainIF ™ Classification
e Values Rate of Auxiliary Review p
Avg.
Maintenance SWICBM+ DB Linkage - Status Display, Warming Alarm, Maintenance History,
IETM/Maintenance Procedure Linkage

Fig. 1. Proposed CBM+ architecture based on Redfish
and BIT data fusion
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HMZ 2|, Redfish APIS} BIT HE

Table 2. Data items for heterogeneous telemetry fusion

Data Items Use
Redfish CPU temp./util., Memory, HW health; Anomaly
Fan, PSU, Drive, Network detection
BIT Mission SW, Comm, Crypto, Fault judgment;
BIT, Interface Maintenance link
Features Net util., Mem delta, CPU Trend / Degradation
avg, MSE slope detection
Redfish J R = HE st=9o]o] 27| o]4} A5 &
Ao F25taL, BIT H X = A A 75 52 14 4
olo} Wek/|E S WS S ok £ AR gL
S Rk At A BT 1 9l A EA
I GH JAE A A F S =L o A

Eaﬂc-&! o] 4fo] &

[¢}

Z 2d g AE3F9H10,11,13).
LSTM-AE= B/ A A<E ﬁHE*% 5% § A9 Y
AAES HHstH, 5L A7 5

e
Welol 4 el Ao B, aeteld Az
W40 2 102 B9 Hlo]H 60712 Shite] 4 A

AR A o 108 7H9] W3} &

=42 vt

Real-Time State Data Input

¥

Compute LSTM-AE Reconstruction

Error or IF Anomaly Score

l

Apply Post-Processing Logic Alarm

if >=6 Consecutive Anomalies

Abrupt Threshold Execeedance

Spike-Type Anomaly Abrupt
CPU/Network Threshold
Excessdance

Presistent Slope Increase

Trend-Type Anomaly Gradual
Increase such as Memory Leakage

Immediate Inspection Alarm RUL
Omitted (P~F)

I

Bayesian LSTM RUL Prediction 95%
Confidence Interval

Fig. 2. Anomaly classification and maintenance decision

flow

S 7[5t ME{Z &H| CBM+ Mg ot 17

Table 3. Roles of anomaly detection and prognostics al-
gorithms

Algorithm Role Strength Limit
MSE-based Trend and Data/
LSTM-AE anomaly pattern Parameter
detection detection sensitive
Isolation Outlier Lightweight; ~ Weak temporal
Forest detection Fast modeling
Bayesian Trend RUL Uncertainty-aw  Not for spike
LST™M estimation are RUL faults
t}H12]. Isolation forestE= H|o|H E WHEZ o7 B3}
Shof A HlolE E2oA Hojd g2 wh2A 1Y
AP Ao, AAZHY L A Eo] Ba s A4S
HzxAHog &8&3t 4 Q). Bayesian LSTM2 E 2l

=g o] ot zkoj 4= (RUL, remaining useful
life) o] &of &&= }[14-16]. 9= A] dropout 4t
& A&t b0 A& A A4 °]' , Ol & 714t
02 B3 RULT} 95% A1 & 172 A }E} R e
o A= LSTM-AEQ] B3} Hot&Z g 542
T ARESH] A% JAIA] = A oSt

5. X2.o] goJ¢ 7|Ht 7] AF

2 A= AR AE 9 o] A 7EE B
9 IR E A RO PAE 7|¥t o E A5t
AUt CPUE 4L FoF F7to| 2 AMEE G652 5
8 ol ASE FYsta, Mne = AHEEY At
Ho} A7t W2 HA A /e Wz R4 0o
712082 EEott. YEYIE: 54 S5
Ee=gaSZdolE d&EY ol A AT E F o5l

Adolg gtE A dA oA = AHF FE o &
54 Bt 29 HolHE st g FY
712 5&S AT AT MEY F7 = 1022 AF
5k, & 3,00049] Ho|HE TS AT B4 dH
= IAF A H 9] A FoF £ B sto] CPU AHE-
E B 7%, M LY AHEE Bt 15%, EY A EF
Q—%lepsEH%ﬂif",—ﬂ—f_f—S MB/s #£2 2 A5}
k.

H A AlvE o= 59 o] 4 =4 l”oi?
Eotanh 9 ol 42 5% F7tol A CPU AR E0]
60% FEOE F5ots Antola FHE 4 oP°E‘
I, A ol F2 w2 R0 s 4 Al ol %
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Fig. 3. Simulated CPU, memory, and network telemetry

data
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S FAAAN AL Bho] AHE 02 AA X 9 1t
2] B2 WA sH WA R A Adlo] 24 B B
3} o4 B8 Aot 287 o] PR W St
T2 A3 A4 Suo) A sk wrebA &
AT H L ol 4A| ATHE L8747 BHelste] AL

PR, A Fot i, dE 2aw ey,
o] & " =9 DBOJ| 2] 5}+= human-in-the-loop B %4
A28 Aoy,

S o 2510 274 X (false alarm) 2} 1] 7§E AHE
Ay, @ ekl S oA dAA, 9§ dol,
E QX 7|F, isolation forest contamination,
Bayesian LSTM dropout H| & & X33ttt 24
B 29 A M AY AR 45 Bt A%E
A7 ¥ 58 5w "o 2 W xg,

Operator Review Confirmed
Fault/False Alarm Normal
Load/Undertermined

Use Only
Validated Labels

Performance Evaluation False . 4 n A
AlarmiMiss Rete LatencyRUL_{+———] Parameter Search Random/Baysian, Offline Retraining Validation Data

Grid as Auxiliary Pass

Anomaly Detection Result

Feedback DB Label/Evidence
Alarm/Score/Contributing Features 1 Il

Maintenance History Linkage

Analyst Review
Quality Chedk

1

Converage

If Improvement|is Confirmed

Deployment after Approval Model
Version Control Rollback Enabled

Fig. 5. Human-in-the-loop feedback and model tuning
procedure

Table 4. Operator feedback labels and their use in model
calibration

Label Definition Calibration Use

Fault verified by logs /
Maintenance

Keep rule or raise

Confirmed Fault o
sensitivity

Alarm with no fault Raise threshold;

False Alarm

found Tighten logic
Normal Load Normal mission Add to normal
Variation / Ops load patterns

0 100 200 30 400 500
Elapsed Time (min)

Fig. 4. Anomaly detection and RUL estimation results

Exclude; Collect more

Cause unclear
logs

Undetermined

Journal of the KNST 2026; 9(3); pp. 884-889 887



KNST

7.5 7 2GS EE

EE R EES IS
Foz ses Mo H
AAE 38 A ol
] u]71—1:|_E‘- l.—_o]u:] o}
e B Ao HE @
<, RUL 9522}, 4
=4 4s8tEAE 751%?}‘:}.

z27] @A A= 729 " (random search)<
%5‘11 ‘e’ﬂg Tﬂrﬂ}“’]“ﬂ SOl A S H 295 HASHA,
=2 d o] %o HolA%t
i]—(Bayeman opt1m1zat10n)§— ol /‘é—-
gJodg A= gt 2 8 12
B Ao A Bl skar, 7]& Rdl o o]
A do] M= Hete v g HE0] 9.*
S Wi Z Aol A Aottt L K W%
] 2o g g, 45 AR, S °

7t
273

HSH
,
fu
H1
N

i‘_‘-z
(@]
m°W
m_,_4

o o

[
i o HI 4o
e oo orlr Mo o >

18,

< S H 3.

Table 5. Parameters and performance metrics for model
tuning
Model

Parameters Metrics

Window, Hidden size, LR,
MSE threshold

Detection, False

LSTM-AE
alarm, Latency

Isolation
Forest

Contamination, Trees,
Sample size

Spike detection, Time,
False alarm

Post-
Processing

Consecutive count, Hold

time, Re~alarm gap Alarm fatigue, Latency

Bayesian
LST™

Dropout, Horizon,

. RUL error, Cl coverage
Training span

8.2
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